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PROJECT OBJECTIVE

The goal of this project is to design and implement a secure, self-hosted multi-user environment that enables up to
five users(POC Phase) to collaboratively utilize pre-installed software, such as Jupyter Notebook, without
dependence on cloud services. The system will be deployed on a dedicated server under administrative
management, ensuring a highly secure environment where file uploads and downloads are restricted. The solution
will incorporate containerized environments to provide isolated workspaces and authentication mechanisms
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HIGH LEVEL ARCHITECTURE

MLOPS ON-PREM INFRASTRUCTURE ARCHITECTURE
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« Chrome
« Internet browsers...etc

Internet

NGiNX

NGINX
- Reverse Proxy
« SSL termination
« Load balancer
. Caching

« Security: OpenlD Connect,

OAuth 2.0, and SAML.
- Single Sign-On (SS0)
. MAccess control
. Multi-factor authentication
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Database
. Postgress SQL...

CONTAINER SPAWN

a
JupyterHub
» User session management
- API for system integration

Docker Spawner
« Resource allocation
« User isolation
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Container

Docker Engine:
. Container runtime
Network isalation
. Resource management

User Env Container:
- Jupyter Notebook
. Pre-installed scientific
libraries*
. Development tools
Kubernetes

HARDWARE

CPU

« Dual-socket Intel
Xeon or AMD EPYC with 64+
cores (approx. 12 cores per user).

GPU
« NVIDIA Tesla or equivalent data

center-grade GPU with 12-16 GB
VRAM and 2000+ cores.

RAM
. Upto 256 GB

STORAGE
2 TB NVMe SSD

INTERNET
. Upto 10 Gbps

0s
Linux

Note: Libraries are on the next page.
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TOOLS

DEVOPS TOOLS
Core ML Libraries

* Scikit-learn

ﬂ » TensorFlow

8 « PyTorch Infrastructure and Deployment
h e Keras * Docker

o - : : » Kubernetes

4 Specialized ML Libraries .

= « Jupiter Lab

o » MLflow

I » StarDist Core DevOps Tools
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> . Pandas » Jenkins/Github Actions
E NEe » Terraform
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* Infrastructure and Deployment
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MLOPS ARCHITECTURE

By Amlgo Labs

Contact details:

Vikas Kumar, Project Manager Yogita Negi, Customer Relationship Manager Ajay Yadav, Director
Vikas.kumar@amigolabs.com yogita.negi@amlgolabs.com ajay.yadav@amlgolabs.com
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